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Intm$ Uclkm
Considerationsin Conductinga VulnerabiliiAssessment

VulnerabilityAssessmentmethodologydevelopedforf~ed nudearsiteshas proven to be
extremely effective in axing associated transportation issues. The basic methods
and techniques used are directly applicable to conducting a transportation vulnerability
assessment. The puqMse of this paper is to identify those areas of the vulnerability
assessment that are common to fixed-site locations and transportation. Additionally,
special areas of consideMion when conduti”ng a transportation vulne@iiity assessment
Ml be identiied.

Conducting a vulnerabil”~ assessment involves a systematic process o~

Threat Characterization
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In chanwterizing the thr6~ the analyst must determine the type of threat that may
exist. To define the threat the analyst should identify the type of adversary that could
be involved, their tactics, objectives, motivation factocs,capabilities, and limitations.

The types of threat could kicluckx outsiders (terrorists, m“minats, extremists), insidem
(hostile employees, psychotics, blackmailed or threatened emptoyees, or criminal-s),
or a combination 6f insiders in collusion with outsides.

The type of tacks used by an adversary could includrx force as an overt attempt to
ovemome a security system by violence, stealth attempts to defeat a physical
protection system by avoiding or manipulated internal components to prevent
detection and deceit as an attempt to defeat a SWUW system using false
identification or authorization.

Potential threat objectives include misappm~”~’ons (theft), and sabotage. Nuclear
thefl is defined as the illegal act of removing material, equipment or components
involved in processing nuctear related components ar devices. Sabotage acts by an
adve- are designed to cause harm to materials, equipment, faciliies and
peisonnel.

The adversw’s motivations can range from economic; ideological to personal. The
adversary may be strictly in it for the opportunity to gain financially or their
ideological@oliticalphilosophies drastically vafy from the accepted norm. Personal
desks such as a need for revenge, or mental instabiiii may motivate the person to
act imationally.

When deterrninirm the threat capabilities, thf?analyst should considen the number of
advemaries, their-roles (inside;/outsider) , type 6f weapons and equipment, WOA
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oapacity and abilii to oarry equipment, available transportation, type of knowledge
and sWs required, andanyoollusionactivities.

■ In identifying the types of limitations poswsed by the a@ersa~, the analysl k able
fo realistically assess the data and provide a olearer definition of the threat that
exists. Based onthe typeoffaoitiiy,the analystcan determinein advance the kind of
planning required for the adversary to achieve the objective. The adversary’s
knowledge base is dependent on the amount of information known to himlher about
the facility. A single ta~et for theft may require a team of highly knowledgeable and
trained adversaries, a desira to commit art act of sabotage may only require the
aotion of a single individual.

8 Infommtion about the facilii for the ttweat characterization oan be collected from
several sources specific site engineering plans, physically condu~”ng facility tours,
perception of subject matter experts oonceming physical protection matters, review
of past incidents, intelligence, and identifying the attmctiveness of the target(s).

Tasget IdentWatkm

Taqget identification is the basis for developing a physioal protection system (PPS) and
anal~.ng the effectiveness of the system. The tatget identification process cons”- of
determining consequwkes considered undesirable, ooncrete types of unauthorized
actions, criteria and methods of analysis of technobgical processes, and detennhe
established oriteria and methods to analyze unauthorized aotions.

n Consequences c-onsideredundesimble inchute a real threat of damage to the public
healthor to the environmentas resultof a wlioactivereleaseof materiale.tier
throughsabotage or the outcome of material thetl. Economical and political damage
may also be a consequence of such actions.

❑ Possible unauthorized actions which could fead to undesirable oonsequenoes
inoluck theft, radio!ogioalsabotage, and industrial sabotage.

❑ When targets are identiied as radiological, it is important to detemline the level of
radioactiverelease that would constitute a hazard. Consequences associated with
sabotage of radioactive materials are determined based on the souroe of radiation,
the to@lon of the maten’ai, and release mechanisms, Nuclear material must be

. properly categorized to ensure that@ approprkte physical protd-on measures are
applied comxtiy in the assessment.

= Fauit bee analysis is used to determine the combinations of events related to the
aotions of potential adversaries that could lead to undesirable consequences.

Characteting the facility requires a methodical approach vvhiohallows the analyst full
access to the faality, its teohnkd dmwhgs and related resoumes. This system~c
gathering of information is used to develop a olear picture of the site. The faoility
characterization process involves classifying structures, developing information soumes,
drawfng facility diagmms according to taKK3 lcKMons, identifying the present physical
pmtectiort system and building adversarial sequence diagrams.
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When ciass”~ng stmotures, the analyst identifies site Ixxdem, transportation iines,
building layouts, looation of vulnerable areas, points of aooess and regress, and
operating conditions as wail as the type and time of shiis.

Information soumescouldinoi~e site plans, documentation review of past inoidents,
interviewing faoiiii management and employees. Genemi maps indicating banter
Iooationsand other physicai protection systems should be avaiiabie for review.

Adversary sequence diagrams are developed to ide~ an adversary’s path into a
faciiity. Adve=ry regress is impmtant as weii, due to the threat of both the insider
and o~”der. Once the path is identified the physioal protectionsystem is ana@d
to ensure effectiveness.

$@=~~~-~P-

in developing soenarios and strategies for evacuating an adversay’s attack ofI a faciiity
ragadiess of their goais and objectives, it is incumbent upon the anaiyst to piace himself
or herseif in the po~fon of the adversay. Questionssuchas, ‘If i wantedto take
materiaifromthisfaciiii or com!nitan a,otof sabotage,whatdo I haveto do to be
successful?” need to be asked. Hypothetical situations shouid be presented for thought
and shared among others working on the assessment. The information discussed in the
previous sessions wiii heip in developing adversarial soenarios and stmtegies used to
defeat physical protection systems.

There are five terms used primariiy in scenarioktrategy development stmtegy, path
element strategyflactic, defeat method, scenario, and path.

m

❑

8

.
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Stmtegy refers to the overallmethodpiannedby the adversaryto achievethe
objeotive. An example of a stmtegy might read, ‘Conduct a oovert attaok on a faaiii
at night using one protective fome supervisor in coliusion with the advemariai force.”

Pathelementstrategyltacticrefefi to a methodUS@to defe~ a @ eiemefi A
path element strategyltaotic could inciude disabiing physioai protection systems as
neoessaw, to perform ooveft aotions.

The defeat method is a means to prevent a safeguad in a path eiement from
accomplishing ‘M pu~ose. An example of a defe@ method for a detection system
odd inoiude bypassingthe essentiai mechanisms that make it function pruperiy.

The scenacio is an outiine of the sequenoe of events an adversary plans to take to
achieve the objective. ”The scenario is the final product of the entire piece put
together to determine the actions,an adversary would take to be successful.

The term path refers to the physical route taken by an adversary to achieve the
objective, ‘Diion and type of obstaoies encountered desuibe paths.

Adwmmyl$iimnii

Then? are three ieveis associated with adversary planning: adversary strategy, element
sbategykmtic and defeat method. Advwsarialstrategyfocuses on the three primaty
functions of a safeguati and seanity system deteotion, delay and response.
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Dated-on involves determining that an unauthwized aotion has occuned or is
occuning. Detection includes sensing the action, communicating the alarm to a
oontrol center, and assessing the alarm.

The delay element of a physioal protection system is designed to impede adversary
penetration into or exit from the protected area,

The response element is designed to counteract the adversary’s action through
engagement and neutraliition. As an analyst playing the role of the adversary you
want to find ways to okumvent these physical pmteotion elements by preventing
detec%on,disablingdelay systems and diverting or oonfusing response fomes.

Analyze eaoh function by focusing on supporting safeguards and security systems.
Subject matter expehs oan help eduoate you on component knowledge and the best way
to defeat each system. Each thnxt should be analyzed to include both the outsider and
insider. As the analyst you should understand the dfierences associated with vatying
states of the faoiiii, such items as daytime vs. night-time, normal duty hours vs. off-
hours, and stationary material vs. material in transit. The focus of the analysis can
change based on the measure in place. Material control and accountabilii for vault
custodians is an approprkte measure for an insider, but may not be an appropriate
measure for the terrorist

Fadlity state is also important when considering ways to bypass system delays. Delays
that are inactive during oertain periods of the day oan include vault doom, gates and
other open aocess areas. Custodians may defeat delay by access, authoMy or by
waiting, whereas the terrorists may focus on destroying it.

In evaluating the response element you want to determine the oommand and control
structure of the response. There are several common oommand and oontrol
components, which inokdx alarm acknowledgment, visuai assessment through C(TV or
patrol response and tadioal deployment. In evaluating the effetilveness of each of these.
components the analyst assesses suoh things as training, polioies and procedures
involving alarm response,and weaknesses in taotical deployment.

An eiement stmtegiesltactics list is cfevetoped to identify the adversary strategies,
facilii states and possible defeat methods that might be employed at a safeguard by an
adversaty. Identifying a list of this nature oan help determine which strategiesltaotios are
consistent with the type of advemaiy being assessed. Thii includes non-violent custodian
vs. temxkt. LWurnentation of the pmoess is important, because it helps eliminate
duplication of stmtegieshaotks and presents a okarer pictun?of the puqmsed adversary’s
actions. Documentation should include a description of the stmtegylkwtic being
employed, the type of force, deoe~ or stealth and adve~ry characteristics such as
motivation for their ati.ons. A well documented soenario is easily recnxted should the
analyst be nxquiredto pment the information in the futute.

To understand.the def4at method of a system it is essential to know how the safeguards
and securiiy method functions. Defeat methods can best be explained through a
practioal set of examples as illustrated. As you know, the function of a detection system
is to sense unauthorized condtions, communicate the alarm and assess the alarm.
Defeat methods cxx.ddthen include bypass, spoof, and tampen jamming ad tampeiing;
and steatth and deceit” The delay function could include such items as baniem, which an
advematy could defeat through penetration. The response is accomplished through the
use of a protective force, which could be defeated by diversion techniques or totally
disabled by being outnumbered or out gunned.
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A well developed, realistic scenario is an adversary’s rec@efor success in achieving the
objective. Scenario development is a combination of piecing together consistent
adversaty strategies, element Strategiesllactics and defeat methods. There are three
components to successfulscenatio development

@ Personnel - The personnel in the scenario should represent the type of threat bei”ng
assessed If a tenurist organization is the advemary and they have no insider
assistance, how much information or intelligence can they reaiiq”cally possess?
What type, if any, special training would be requiredbythe adversarialgroup?

n Equipment -Is the amount and type of equipment proposed by the adversary force
available? How 13icuit would it be for the adversary to obtain specializedequipment
to achieve the objective?

m Implementation - Is the scenario simple to carry out, or does it involve extensive
amounts of equipment, specialized adversary trahing and a complex attack plan?
Plausibility increa~ if the scenario is relatively simple to implement.

The term “insidet’ is used to dew%be an individual(s) with privileged knowledge of and/or
access to a facility or location. Facilities handling nuclear matetiais and other attmctive
targets must take into mnsidemtion the threat of an insider. The insider possessestraits
similar to the outside advema~ or external threat, but diffeiances in their level of
knowledge, access and authority increase the likelihood for success.

Specific ty@s of insider information may include knowledge of sewrity force work
schedules and posts, bu}idi~ layouts and locations of detection and denial systems or
they have authotity over othem and can use that autho~ to even gain additionally not
personally known. They can select the time and strategy to be succesild in their mission
, The common types of insider crimes include theft of nuclear materials or pads, theft of
classified Mfonnation, and sabotage.

.
There are several types of adven%uies Involved in Comm.ting these crimes. The fimt
type of advema~ is the criminal offender , who in most cases has a prior h~oty-of
committing M.minal acts. The fwo most prevaIent crimes in the worfd today are the
solicitation and trafficking of illegal chugs and high tech computer cdmes. A study
conducted in 1988, nearly ten yetws ago, indicated that computer related airnes
accaunted for a $5 biiiion ioss to businesses annuaiiy.

The next type of offender is the disgruntled emp!oyee. Typicaiiy, thii is a pemon who
has been employed in their position for sevemi years, but who has become d-cd
with the working environment around them. Even if the employee is not unhappy with
their job, extemai influences can cause the empioyee to reacl negatively at worjc. The
most common of these situations is an unhappy domestic life. W* the increashg threat
of dowm%zing organizations, which doesn’t comiate to the workload increasing,
employees often find the stress too diicult to take and act out towed management. A

6

. .-. .-—-..— - .7,- —--- ..., -.. , ----- --
,, ,. .4:.----.+“7.-. =----,.- m?.-. ->Tm--- - ---- --TT. T? - .-., . .-



study by the National Instiiute for Occupational Safety and Health indicates that the #l
killer of women in the workplaoe sterns from some type of violence that occurs, and that
violenoe in the workplace is the #k?killer of men. Other employee related problems oan
includedrugabuse, and a wide range of psychological problems such as long temn
depression.

The anti-nuclear activ”& or what k oommoniy referred to as the ideologically nmtlvated,
believe so strongly in oertain issues, that they are wilting to defy legal oonventiort for the
sake of their beliefs. Ideologioat trust vidatom are typically bright individuals who
possess a committed WUde t~aid a rebellious nature. They are often fouhd to be
‘&ople who in the organization represent
people to react through protest.

Past Ul@dellts

Past insider incidents indioate that insider

a controversial issue, one that may oause

M“minak are among the most difficult and
dangerous to defend against. Although finanoial gain is otten the prima~ motivation,
others factors oontdbute to the problem. Some of these other faotors include family
relationships, disgruntled employees, and ideologioel allegiances. One single group of
individuals represent approximately 41 ‘%of the perpetrator in these oases, members of
the protecWe force (@ads). The protective force is pmbaMy one of the very few groups
of individual that have oomplete access to any plaoe within the protective area and
wouldnot attract any suspioion based on their presence. insiders acting alone oan be
extremely dangerous, but in cooperation with other inside= or external perpetmtom the
likelihood for success is multiplied.

In Deoember, 1987, an American PSA Flight 1771, orashed and killed everyone aboard.
The perpetrator was a former employee who had been fired from the ahiine for alleged
misconduct. Although no longer an employee of the airtine, he was able to use hs
acoess oati to gain entry into the plane with a gun in hii p~”on. Onoe in the air the
ex-employee gained oontrol of the cockpit and shot the orew. Shortly after the inoident
the Director of Seourity for the Federal Aviation Admin”ktration (FAA) was quoted, *R?e
most dilk%ultpoblem (inpersonnelscreeningat eirpotts)is Iho-seW knowhdge and
awess.” (Associated Press, 1987).

An exampfe of a computer ralated iw”dent involving a disgruntled employee took place in
September 1996. A small Internet provider was virtualty erased by the former empfoyee

. who on the day he was Iaiddf from his job went into the company’s files, to include
baokupsand erased all the data. .

In Germany a Slovak engineer was am?sted on suspicion of smuggling 6 pounds of
mdioactiveumniuminto the countty. The uranium was found in a bank safety deposit
box in the southern town of Ulrn. The 49 year man was arrestedalter a tipfromAuWan
poke mpotiedthat the manwas trying to sell the uranium for $1 million, US cunwmy.

Charactdsfics of the Insider

Them are fwu categories of insiders, passive and active. The passive, or eon-violent
insidets partiapation is limited to providinginfomn~.on about fadii operations and
safegumfs to a colluding insider or outsider. The information available to the passive
insider is only what he or she can readily obtah without fear of deteotion.



The adive insider is willing to provide more than information to the adversarial group.
This type of pe~on is willing to open doors, provide hands-on help and aid in neutralizing
protective force pmonnel. They will use all types of fome, steatth and deceit tactics to
m“nimize the likelihood of detedion. There am two types of a~”ve insidem, violent and
non-violent. Vilent insiders inolude psychotim and criminals, who may use fome
regardless of whether it enhanoes their chances for success or not. The non-violent
insider has a dear dedsion criteria and optimizes hs adions accxmiingly. The non-
violent active insiders is not vdling to be identified or risk the ohance of e,~aging
protective fomes.

Insider motivation for committing these sots oan range from their strong belief in an idea
to a desire for monetary gain. Based on their motives, the insider will determine how far
they at??willing to go to accomplish thek goals. A highly motivated ideological individual
may be wMing to kili or be killed to aohieve theitgoal and not wony about being detected.
Convemely, someone who desires financial gain as their prima~ motivation wiil probably
use covert actions to avoid detedion. Additionally, this type of individual W-itabort their
plan if they believe the opportun-Ryfor deteotion is too great.

To be effeotive in pmfeding a fadfii or material from the”tlmat of an insider requires a
mmbination of severat measures. Fir% then? are human reliabiiii program
oonsidemtions. These programs foous on the initial employment soreening process of
applicants. Prospeots for employment should be required to pass a dmg screening test
background investigation and possibly psychological screening. Onoe the applicant has
successfully met the requirements for a security clearance, the applioant should be
directed to undetgo seowity awareness training. SeCUiityawareness training WNidentify
the individual’s responsibilities in dealing with secwity related issues.

The second measure addresses physic-alseourity. Physioal security oan include, but is
not limited to barriers, intrusion detedion systems, contraband detection, aocess
controls, sutveillanoe, protective force response and any contingency plans. Although
physical security measures are primarily used to limit access and delay intruders, they
can also deter the insider if they beliive there is a high pmbabilii of being o-aughtdue to
the physioal seoutity measure in place.

Other protection measures oan include materiai control and accountability programs,
. supervisor’s obswations of employee oonduct, consolidation of inventories to reduoe the

number of targets and effective physioal pmteotlon measures to monitor aooess and
egress. ad-on, physkal protection devices, and polities and procedures ensuring
appropriate handling and controls of attractive taget materials.

To this point we have quaM”f@ effectiveness of physical protection systems through the
use of subjective tams, such as low, medium, and high. In thii seotion we will d~ in
detail the use of detection pmbab~ies to quantify safeguards effediveness. Quantif@g
safeguards effediveness is in important in determining the probabilities of success by an
adversary to aohieve its objective. Afthough, timitations to the process exkt, quantifying
offers the analyst several advantages whkh wilt be discuss in thii session.



There are two primaty advantages in using qualitative evaluation in determining
Safeguark effectiveness.

❑ The first advantage is that the results allows the analyst to immediately identify any
obvious or glaring vulnerabilities in the physioal pruteotion system.

■ Secondly, any imbalanoe in the protection system is mognized quickly and
oornxtive,aotions oan be taken to reduce any cfeficiencies. #

m Limitw”ons to this type of evaluation include: impreoise communication based on
subjective opinion, diioulties in oombining qualitative desc%ptom,and the difficulties
presented in comparing adversaries and strateg”ks.

lnteq3*”on of quaM.ative effectiveness is often dficu!t 10 understand when first
attempdng to apply numbers to probability of detection. Probabilities oan be obtained
from several souroes experimental data, site-$peoific performance tests and expert
judgments. An example of experimental data oan include information on system
evaluation and testing performed by the rnanufaoturer or independent testing sources.
Sic-specific performance testing is designed to remove the theoiy of applicationand
evaluatethe physioal protection system in ptace as it is aotually being appkd. Subject
matter expats can offer specific judgments as to the design and imp!ementathm of a
system based on pemonal experience and knowfedge.

Quantitathre Evalwitkm

Quantitative evaluation has several advantages. FM, it impmves the communication
prooess by assigning speoific values to the probabilii of deteotion, so overall system
effectiveness oan be accurately computed.. It altows for comparisons between pmonnel
and strategies. It helps in oomparing various safeguards configurations and offers the
abilii to test altematNe judgments.

In assigning probabilities the analyst should olearly define the “event” and assumptions.
Intenkws with subject matter experts shoutd be conducted using proven intervkwing
techniques and documenting intewiew results. It should be noted that subjeot matter
experts’ opinion may va~ and dfierences need to be documented. If possible,

. subjective judgments should be supported by empirioal data. Ths data baokup W-II
suppmt the dee!.sionsmade. First test probabilities that

E strongly influence evaluation results,

n are subject todifferenoes of opinion,

n ara associated with likely adversaries and stmtegies,

E and oan be tested for accuraoy inexpensively.
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When oons”~ring the threat of the insider, it must be recognized that insiders oan have
the same motivations as outsiiers. Any employee may pose a potential insider threat,
even the most trusted plant manager or protective force personnai. it should not be
assumed that since a person is an employee that he or she w“li be free from greed or job
d~sfati-on and invulnerable to cooperating with advemaries as a resuit of coercion.

Up to now, discussion has oonoentmted on the types and oharactenstios of the insider
threat, and the insidets exit from the tamet. We know that the path(s) foilowed by the
insider is the basis for establishing a physioai protection system that addresses the
variables associated with the insider. Th@insider’s path(s) is a combination of their
aocess, authority, and knowledge of faclii operations and infonmtion. Exampies of
inskie= couid inciude:

= a groundskeeper with no buiiding access who steais a badge to enter the Inner Area,

n a protective foroe offioer with no aocess to SNM materiai, but obtains the
combin~-ons and enters at night,

❑ a reaotor operator who is part of a two-person ruie, deoides to oove~ enter the
reaotor area during a break.

CoMder hxWsr Enfry

Looking at the possibilities for detection of insider aotions during the entry path aotuaiiy
doubles the number of fheft stages, due to the exit paths mquiti, whioh may not be the
same path. This is impmtant when oonsidenng the insider whose desire is to commit an
act of sabotage. Exit from the ta~et may be totaily undetected since removai of material
is not the goai.

The anaiyst may develop scenarios that require the entry of contraband into the tatget
area. In some oases, contraband can be obtained within the site. As an exampie, if an
insidefs goai is to remove materiai, he or she may need to smuggie in explos-westo
aoquim the tatget then exit.

Cdruskm.

Typkaiiy,insides coliude to decrease their pmbabitii of detection. Coiiusion heips the
individual(s) gain access to the target area, usuaiiy together they oan overcome the iack
of authority, and obtain any knowledge of speciai requirements associated with the target
and sunwunding areas. An insider Wth an overaii iow probabiiii of deteotion may avoid
coliuding with anyone.

Dtierent types of coiiusion scenarios oan be deveioped to allow insiders to work
independently or jointiy at each stage. An example of an insider wmtdng independently
oouid inciude a workerwho bandies material. The individual couid aoquire material from
the PA and hand it off to an accomplice outside the PA. The tw~peison rule is
ineffective if the individuals are in mliusion with each other.

To anaiyze the Wferent types of coiiusion soenarios that oan be deveioped, the anatyst
begins the process by examining the single insider msuits. Once the anaiyst has
idefi.fied the diffen?nttypes of insider advemaries, a review of the iayers on the o@”mai
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path(s)where safeguads are most effectiie is oonduoted. A determination is then made
as to the adversaty types that a~ most capable of helping at the diffemt layer(s). Any
safeguards components and procedures which oan be exploited by a ooiluding team
should be identified.

In evacuating the effectiveness of a coiiuding insider threat anaiysts should deveiop
several manageable coilusion teams. These teams begin working on oombining
atbibutes of each insider until they have oreated a “super adversary.” Analysts then
brainstorm strategies and assign detection probabiiiies.Documentation on eaoh fadiity
and system condtion is then ooilected and used to fluther deveiop scenarios. Scenarios
should be reaiisiic and mnsistent. .A Rand Corpomtion study (1990) indicates that more
than haif of the insiders (empioyees) who coliude or in their wotds ‘conspire” are
operational employees engaged in normai daily operations. The majority ~f the
conspiracies involved oowofiers and some even invoived a iarge number of employees,
suoh as empioyee/employer probiems oaused by poor morai.

VMent Inaklem

in evaluating the vioient insider the anaiyst oan examine the nonviolent insider path(s).
First, review the iayers which provide the most detection for the optimal scenario. Now,
look at eaoh iayer and brainstorm how vioience couid be used. Aiways consider the use
of covert and oveit violence, to inciude the facilities response to a violent insider(s). As
an example, wouid responding protective fotces recognize the insider as a ‘good guy”
and ignore hii actions untii it was too Jate? The anaiyst may need to adjust enhy path(s)
to aooount for the piubabiiii of deteotion tiie smuggiing oontmband, vioient insiders,
and subsequent iayers for expeditious exit form the area.

OUTSIDER EVALUA~ON

in thii section, we wiii expand our characterization
various effectiveness of eaoh type. Additionally,
infotiation wiii be presented for use in evaiuathg the

of the outsider and evaiuate the
a fuli range of outsider attaok

risks affiliated with an attaok The
anaiyst should deveiop a dear understanding of the oharaoteristios of the outsider and
faoto~ that motivate each individual. Quesdons to ask yourself include

M What is fhe adve=~s objective and motivation to aohieve the objective?

A
E What tactios or adions wiil the outsider use to defeat physioai protection systems?

E What levei of aocess or authority does the outsider posses?

Q Does the adversary have the ability to acquire the toois and skiiis to operate the
requimctequipment to be successful?

,

s DOSSthe adversaty POSSESSthe requiti Ievei of ~otiedge and is ~ii~ion a Pati of
that knowtedge?

OutskkrAttack

There are some basic chanxteristios of an out9de adversary attacking a fixiiii, The
outsider piaoes primaty emphasis on the use ofi

. ■ force and steaith, but deceit and ooiiusion are aiways a possibility,
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❑ stealth vs. access

E and number of pefsonnel used and equipment vs. authority.

The outsider knows that they have a limited time span to accomplish the tasks and leave
the area before detetiton. The follom”ng definitions w“ll be usefui in determining
Conditional Rislc R=(l-Pe) x CY

Pe= Probabilii of System Effeotiveness

C= Consequence of adversary act (O-1)

Probability of System Effectiveness=

Pe= Pi x Pn for outsiders and violent insidem

Pi= Probability of lntem.@ion

Probabifii that deteotion ocours early enough that response forces can arrive to keep the
adversary from completing the soenario. This is highly dependent on the response time
of the protective foroe.

Pn = Probability of Neutraliion

Probability that protective force response successfully defeats adversaries given that
interruption occurs.

Facility ChamdelzaWn

A detailed description of the facility’s buifdings, structures, modes of transpodation,
physioal protection systems, and site conditions will help in developing a complete piotwe
of a facil”~s strength and lim”~ons. In thii seotion we want to expand on the
information concerning the faoiiii oharaoterization by identHyingfacility states, drawing a
facilii diafyam which shows the adversary’$ paths and tatgets, describing safeguards
and security measures, and oollectfng response time data.

A Iii of faoility states is OOrnpriSedof four areas
.

a Opemtional conditions are listed as normal operations, non-operational, material
(SNM) loadhransportation, maintenance, and emergency operations.

■ Status of the vault and gate opemtions am listed as operdotosed.

■ Sh~ oan be identified as day or off, day of the weelc and holiday.

● Weather suoh as fog, rein, W-ml,or snow.

Fadity states oan vary depending on the facility being evaluated. Once the diagram is
completed potential advem~ paths are identified and annotated on the adversay
sequenoe diagram. This diagram displays the most likeiy paths an adversary would take
to mmmit an act of theft or sabotage.

;
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h detem-ning the protective fome response the analyst should develop etiensive
dooumentatkm on command and oontrol procedures, determine whioh pmteotive fome
units or teams are responding and estimate the. times associated with notification,
communication, and deployment. Visualizing U@information is best aohieved by using a
teohnique called “sto@oafding.” Storyboading allows the analyst to layouta timeline of
events and protective fome response. Additional information oan be added to the
storyboard as it is discovered.

Response to dfiemt site oondtions and protective foroe responses should be analyzed
for each strategy.

When developing strategies for the outsiierthe analyst looks at three areas

■ detection,

❑ delay,

E and response.

The path element tactics used in the outsider scenarios will be spedfically designed to
aooommodate this type of advemary. As an example, an outside adversa~ may use
several types of tactios to enter a portal, suoh as deceit, stealth m foroe. The specific
tactic involved oould include a forged badge entranoe during protective foroe shift
ohange, sneaking through the potial, or conducting a full assault on the podai araa.

DetectIon and Delay

Effeotive deteotion oan be attributed to the process in which an alarm is received and the
perfonnanoe of the detection measure. In the deteotion process there are three key
elements alarm signal initiation, alarm mpoti and alarm assessment. The measure of
peifonnance is a combination of the probability of detection, the amount of time required
for communication and assessment and the frequenoy of nuisance alarms.

Delay measures are evaluated based on three pmoesses providing obstacles (natural),
physical barriers (man-made) and protective fome persannel. Each one of these

i processes individually can provide delay or oombined oan inomased the desired delay
times, Delay performance is measured by thc?time it takes to defeat the delay.

Barrier defeat times are determined based on the type of tool used against a particular
barrier. As an example, take the use of high explosives vs. power hand tools. The delay
times are quite different, and the probability for deteotion will probable increase with the
explosives. When identifying delay oharaoteristiosit is b@ to document the follm”ng

m -of tools to be used,

= the delay and dete@ioncures for eaoh tool,

E the weight, oharactefistiosfor delay, number of personnel and skills required, and
‘tadioal considerations.



,

A taotioat mnsideration example may include the number of personnel required to
perform an operation, who wiWe petiorming the operation, are unable to shoot a weapon:

Example

h this exam@e, adversaries are tequked to enfer a vaultdootf$45C@ withina faclfty.
Onoe the objed.ive is established, the basic questionis, “howdoes the vault door get
opened? First, the adversaty oan have someone else open the vauttby oveqwwering
facilii personnel (foroe), attempt to covetiy sneak pass fadlii pe~onnel (stealth), or
pose as an authorized employee of the faciiii (deceil). The adversa~ could get the
keys and open the doorby using similar means.

Forthii dwssion we will comxntrate on opening the door through the use ofstealthand
force.Thevault door could be penetmted by “blowing the door (foroe) or through quiet
penetration by tampering with the intmsion system (steatth).

The vault door oharaoteristiosinclude:

@ 45 orn thick conoretewall with rebar at 15 cm oenters,

a interior motion sensm focused on shelves,

■ combination lock and a pad[oclg both controlled,

E grid mesh sensor on the door,

a Balanced Magnetic Switch on the door, and Central Alaim SWon communication
required to placealarms in the acoess mode when the vauit is entered.

In considering a fom”ble attaok on the vauit door we could use one explosive chatge to
open a man-size hole entin?lythrough the wali or blow the conorete out of the hole with
explosives and cut the rebar. In both instances, ooliateral damage inside the vault could
oomplioate the adversaries situation,

Moalcukding the time rquired to defeat the concrete vault wall, eaoh step in the process
must be identified and timetooompleteeachtask established. In this scenario the steps
would induda

i

s set-up cha~e,

■ retreat,

■ blowthroughthewall

9 return,

s cut rebar (if required),

n and crawt through.

Remember to annotate the point where detectionmay occur either at the beginning or
end of a step. Delay times for cutting tool tasks oan be identified in the same manner.



Delay and detecfJonworking together are exoel[ent ways to mmbat an adversary, but
remember that delay before detection .km’t a usefulsafeguati and assessment must be
aooompanied by delay. General obsmvation and Close Cirouit 77/ (CCTV) monitor
surveillance are not as good as they might appear. Vigilante personnel are critioal to
successful detection.

El@waff~ Response

The ability to effectively engage an adversary by a responding protective force is
measured by Response Force Time (RFT). The RFr consists of the time to assess the
alarm, the time it takes to communkate for a response and the deployment time.
Neutralization of adversaries is illustrated by Probabiiii of Neutraliion, Pn. RFT is
selected over a period time.

In determining the RFT’, all times associated with assessment, communications and
deployment should be colieoted and documented. Times should be storyboaded and

,tadtioal considerations applied as neoessary. Once the storyboard is complete,
adversaries should be given the advantage in achieving the goals.

The RiT oan be lengthen or shorten dependiig on the effeo4ivenessof communications
or tactical preparation. Taotical pmpamtion is understood as

planning - ooortiination with other units, and protection strategy,

field tmining - abilii to work together to enter a building as a team,

anddemonstrated abifii to accomp!iih the task during training exemises.

AddltkmalRFT Considerations

Other considerations the analyst should be aware ofand include

m addtional time given to the advemaries due to protective fome’s inability to track
movement.

■ accurately identifying the point when responding fomes effectively engage and
impede adversaries movement,

>

■ and se[eoting a random RFt, based on SME experience.

In determining the pmbabiiii of neutraliiati~ (1%)as it relates to ~ the analyst will
should ask several qu~”ons. First, is the Central Alarm Station (CAS) andlor Seoondary
CAS in a hatdened Security Command Center? is the Security Response Force (SRF)
stationed in the CAS, in the Proteoted Area? And, does the SRF respond to fixed
Iooationssupported by sandbag posts or other hardened structures?

Probabiiii of effectiveness is represented by Pe. To determine Pe for a given soenario
we iook at the scenario’s thre~ ta~et, and facility state fo decide what is the lowest Pe
over ail soenarios. The soenario achieving Pe is refened to as the Critical or Most-
Vulnerable Scenario. The global effectiveness of the faoility’s safeguards and security
system is measured !ooking at the Most-Vuinemble Scenario(s).
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UPGRAOEANALYSIS

Typioally, upgrades are something that evevone would like to do, but the reality of the
situation requires that specific’questions be answered to ensure practical,wst effective
upgrades are proposed and eventualityimplemented. The primary purpose for upgrading
a physioai protection system is the diswvery of some weakness or limitation that exists in
the system. Obviously, if the system was operating effeotiveiy the~ wouid be no need to
upgrade. The anaiyst’s msponsibiiii is to ensure that iimit~”ons m the physioal
protection system ands oiearly identified and R?ported.

Solutbns

Determining the piuper solution to eliminate or iessen a system weakness oan often be
identified by the subjed mater experts who wofk in the faciiity or those who have
knowledge of the various systems. Bminstorm sessions are helpfui to find piausib!e
solw”ons to the probiems. Po$sibie solutions shouid be tested for effectiveness and
compared against eaoh other to reduce future system problems.

Solutions shouid be applied to the base risk analysis resuits and evaiuated on risk
reduciion, wst of implementation, and sustainability. There maybe numemus soiution
options available, but the wst may be too h~h or the abiiii to maintain a new system
impractical. Solutions oan be categorized by ffie time frame ~uired for impiementation.
Quick fixes oan usuaiiy be done immediately, whereas, near-term (less than two years) or
iong-term (more than two years) require additional pianning piiorto implementation.

When seieoting o~”mal upgrades, the anaiyst shouid consider the foilo~-ng:

m cumbine upgrades into iogicai packages/groups,

■ model upgrades to ensure other systems are not adverseiy effected by the &anges,

= deveiop cost estimates to include iabor, Cmstr@on, equipment, operational impaots
and sustainabiiii wst impacts (techniaan training, equipment iepiaoement, etc.)

■ and finaily determine && vs. benefit.

+ERIWWE EV..UATIQN M131?WS

Suwessfui vulnerabiiii assessments are conduoted using a variety of toois and
techniques, many of whioh you ieamed in thii program. There is a quote concerning the
use of tools to oompiete a W ‘iffhe on(ytoolyou use is a hemm, everythingsferts fo
n5sen7b/ea nal” In this section we wiii review the dfierent types of tools used to ass”@
the anaiyst in conducting a VA. The options avai[abieinclude oomputer-based, and
tabie-top anaiysis. Both are effeotive in evaluating physicai protection systems and
reiated components.

There am four types of wmputerti analysis that can be used to asses a faciiiis
vuinerabiiities, oommoniy refened to as EASl, SAVi, ET, and ASSESS. Each has
established objectives and expeoted outcomes. in addition to the oomputer-based
assessments, a tabie40p anaiysis can be mnducted, as weii as performing validation
testing and meiving ‘expert? review fium subject matter experts.
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The folim”ng computer4xx%d systems an?used to assist the analyst in conducting a VA

= Estimate of Adversary Sequence Intenuption (@W)- one path, one scena-o .
analysis which calculates probabilii of intenuption for outddersoenario.

E Systematic Analysis ofVulnerabilityto Intrusion(SAM)-a globalanalysiswhichfinds
the mast vulnerable outsider soenario.

= ET-a global analysiswhioh identiies the most vulnemble iw”derscenario.

a Analytk System and Software for Evaluating Safeguards and Seourity (ASSESS)- a
global anaiysii MIMI identifies the most vulnemblepathofdflerent threatsto indude
insider/outsiderand ooilusion,threatobjectivesand protectionstrategies.

Tab!etop Analysis

Tabletop analysis oan be qualitative or quantitative, depending on the scope of the
analysis. The type of threats modeled inoiude adive insiders, violent insiders and
outskiem. Threat objedives can inoiude SNM the% radioiogioal sabotage, and industrial
sabotage. ProtectIon strategies include containment with neutraiiiation and deniai with
neubaiization.

Validation

Whenever possibie vaiiiation testing and expert advice should be used to evaiuate the
results of the VA. The most important VA tooi available is the combined bmin power of
the team conducting the VA.



manspmtatim
VulnerabilityAssessment SpecialConsiderations

Ground transportation seowity is mom complex than that of a fixed-site. The same
physi~l protection elements (detectior+ delay, response) are present, but the response
force plays a dominant role in preventing the theft or sabotage of material.
Transportation systems are continuously exposed to the general public whereas, the f~ed
site location by its very nature restriots general public access.

The material transport~”on system (NITS) oan be considered.a moving facilii. The MTS
may oonsist of several material transports and response force caniers such as miliiary
escort vehioles and raihxus. The area surrounding the faciliiy (transpmt mode)
automatically changes as the tmnsport moves Umwghout the designated route. The
tenain oan change tiom flat level ground to rolling hills or mountains in a matter of
moments. In addtion to the temain vai%tions, the transportation operation exposes the
facitii to various kindsof pubtic domain to include Wan and oountrysettings. Each area
offem advantages and disadvantages depending on the fooation of the facilii at any
given point along the route.

In oharaoterizing the type of threat involved in a MTS vulnerability assessment, the
analyst can refer to the thmt oharaoterization information initially determined for the
fixed sie locMon, where the material is stored when not in transport. Potential theat
objeotF.@soan include theft, and sabotage. The analyst should acquire the standad
threat oharaotetiz~”on information:

: . Adversary tactios, numbs-m,capabilities, and motivating factors.

● The types of threat - insider, outsider, and collusion.

. Speoifictactics that maybe Usediagainsia moving facilii (target).

. Any h@orioal data involving attacks on moving targets - assassinations, hijacking
and attaoks on convoys. Infomnation oan be provided by subject matter experts on
protection of convoys and shipments of similar materials.

‘raget Memwcdm

When identi~mg the target the analyst should:

. identify the type of material being transported,
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● categorize the material,

. cietemline its Ieve! of attractiveness,

c determine what quantity would be a desired goal,

. and determinethe number of shipping casks.

ff the target is identified as a radiologioai taiget, detefining the level of nxliological
reiease beoomes oritical due to the Iooation of the tmsport at the time of the release.
The position of the MTS oouid be virtuaily anywhere along the mute, which inoiudes a
large metropolitan area, a small urban town or the oouritry.

FaciiiCkmdmdm
.

‘n

Inthecaseof a MTS the faciiity is the transport system itseif. Characterizing an MTS
invoiv~

. classifying the stmctum of the transpmt walls, oeiiing and floor, by use of drawings
and visual observation, and determining their relationship to the target material,

● identifying ali physioal protection systems, and operating systems of the central alarm
station,

● building advem”ai sequence diagrams based on the facl@’s oharactetiation,

c reviewhg in detail, routes, danger zones, soheduied .sto@oti”ons and choke points,

a determining both adversary entry and exit paths to analyze the protection system,

. determining the speed and timing of the MTS, as weli as the timekiiiance to stop,

● the types of tmspotts used for materiai and response force, i.e. raii, roadway, air, or
ship.

“w*- ~*-

in developing scenarios or strategies to commit an aot againsl a moving ta~et the
anaiyst must think beyond the established ideas used to aot against a f-site location.
Historically, an adversary’s success greatly depends on the MTS being stopped at the
time of the attaok. A moving tamet i5 dfiwit to gain control of and predictability factors
am iosL It should be noted that the -me foroe also has a difficult task of defending
adveffiaries during movement. Cover and conoeaiment is shWJy limited to response
foroe accommodations and a safe egress is nearly impossible. When developing
scenarios there am severai states or conditions that a i’vlTScouid be in, they inolude

stopped at a soheduled(predetermined)iocation - day or nig~

stopped at an unsoheduied ioc-ation- day ornigm

rolling to a stop - day or night,



● moving-at various speeds,

. andthrough the different types of environments and terrain along the route.

Advemzuy ?ianning

AdversaV planning focuses on three key elements detection, delay and response. The
response force may be the onfy initial detectiommode available. Thii maybe es~”ally
true during, daylight hours and in good weather oondtions. But what oocurs if the
aforementioned condtions are riot present? The analyst then determines what other
detection systems are available and what their effectiveness is in relationship to the total
system. In railoar systems being designed the analyst may find sen$or capability that
enunciates to a response force railcar, providing an intruder warning.

In ~“ng physioal protection system delays, the analyst must take into .consideration
the number of mponse foroe members immediately available. The number of additional
response force members available at any given location along the route mav vary as well
asheir responsetime. Eaohtype of de~yshould Jxx

. identified and annotated for future reference,

. evaluated to determine defeat tactios and timing.

The response element is designed to oountemct the adversw’s a~”ons ttmmh
engagement and neutra@dion. tie analyst should brainstorm the ‘&pa of tactics to &
used to eliminate the response force. In a fixed-site location the exaot location of
protecWe force personnel at any given moment may be dficult to assess. The same
freedom does not exist for a pmteotive foroe *“cted to speoific locations such as a
secwfty force miloar or motorcade (oonvoy) configumtion..

The primary response force (PRF) is d~”bed as that fmce immediately available to
respond to an encounter with an advemrial force. Their prima~ objectiie is to deny
amass to the material. Adversary’s want to IWOW

. the number of protective force members in the immediate response team and their
: location in the MTS,

. whether or not they have hatiened fighting positions,

. type of weapons available to them,

. survivabilii to”wapons and explosives,

s and deployment taotios,

The next question the analyst asks oonoems the availabilii of a secondary response
force (SRF) to reinforce the PRF and assist in denying adversaries aocess to the material
and help prevent the @moval or sabotage of the rnateifal, The primary dflerences that
ooukt exist between the PRF and SRF is

. the number of pe~onnel involved,
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.

. lo~”on in rehtionship to the MTS,

. mobiiii issues (vehioleskeoond train/airoraft)

Lastly, the analyst should identify what type of law enforcement and milii~ response
mostwithin a few hours away from the incident site. Again, th~ may be diffioult to spedfy
since the MTS could be anywhere along the route when the incident occurs. When
n?vim”ng the route seleotedthe ana~ystshould annotate

. Iooatlon of law enforcement and military foroes along the mute,

● Iooation of any foroes that maybe on training maneuvm,

● taotics used for a reoovefyhecapture operation,

e and mobilii factors for addtional iesponse force members.

In am”ng the defeats methods used by an adversary the analyst oonsidem the
elements of detection, delay and response. Atthough, the elements am the same for a
f~ed site location, advema~ methods vary due to the variations presentedbythe MTS.
In detecting an adversaries’ approaoh to a fkite location, a protedive perimeter may be
used with manned portals for access and egless. Detection of adversary actions for an
MTS is usually provided by response foroe personnel. In those instances, where the
modeof transpo~”on is equipped with sensor capabilities, deteotion may oocur at the
outside shell of the vehiote itself. If detection does not occur until the shell of the vehicle
is attacked, then delay becomes critioal to interrupting the advemaries successfully.

If a limited delay time exists forthe advecsafy to acquire the tam then detection before
the attaok beoomes oritioal to response fome suocess. Ear& detection of adversary
actions oan be accomplished through the use of an aggressive suweillance detedion
program. A program of thii nature inoiudes periodic route swveys, identifying choke
points and danger zones, intelligence gathering, etc.

Delay times for penetmtion of the vehicle are cfetennined based on the amount of
pmte~”ve material (armor) available and the task times associated with penetmthg the
shell. When people are the material being protected, the advemaries’ objectives must be
dear to the response force. if kidnapping is the goal, then all the armor available will not

A be effective if the doois aren’t seoum. If assasdnathm is the goa[, then the shell should
be designed in to prevent penetration by weapons and explosive devices.

Defeating the rasponse form can be aocomp!iihed through a series of acts, whioh
rndude ambush, overwhelming adv,ersaty numbem, gqmsitioned explosive devices,
etc. The response fome training program should inolucte pradioal exem”ses on these
types of issues.

Devdoping Scei@cw

In developing scenarios for an MTS, the anatyst must have a clear understanding of what
it takes to make a scenario successful. Scenarios should be designed to iep!icate the
aotual threat presented. If “theft” of matefial is the worst ease, then the scenario requires ‘
the adversaries to have an attaok position, with time allooated for material acquisition,
and allow for egress. If fhe worst case is sabotage of material, then simply pre-
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positioning an explosjve device w“th remote detonation may be all that is required to
begin developing the soenario

In ide~ng adverwuy pemonnel the analyst shoutd develop a design basis threat (DBT)
statement. This statement jndicates, based on similar pastinadents and subject matter
expert opinions what type of adversmy would conduot a particular type of attack. In
addtion to the type of adversay, the statement would identify the most common number,
oapabifiies and modus operandi. The number of adversaries vaV depending on their
goals and objectives, Le. sabotage vs. theff. Anaiysis of past inoidents and intelligence
infommtion is oiitioal in developing omdiable scenafios.

Nexl, the scenari~should describe the type of ~uipment the adversary would need to
accomplish their objeotive. Equipment muld include: light and/or heavy weapons, hand
and power tools, dive~onaiy iterns like oonstruotion orew baniem and vehioles for
egress. In addiion to the DBT identifying the number of advmaries and equipmeng the
difl%ulty factor of their use and abiiityto acquire them is included.

Finally, the analyst determines the plausibility of the soenario. Is the scena~ realistic
enough to be considered in the anal~”s? A general rule in developing MTS (actual any
scenario) is to keep it simple to implement

As an example, the assessin~.on of Israeli Ptime Minister Y-k Rabin is a case in
whioh the Arabs WE thought to be the highest priority in seourity. A deariy defined DBT
would have identified the most likely assailants to include both Arabs and fsfielis. The
Shin Bet (protective detail) was well aware of a known radical group of Jews who were
against the Prime MkMer’s peaoe effofiswiththe Arabs.

It was determined that secwity on the outer paimetem were %ght” but sanity dose to
the Prime Minister was lax. me assailant gained access to the stage area by deceiving
a seourity offmer posted at the entrance. The assailant observed the offioer and quiddy
displayed an identification omit stating” It’s okay, I was here before: When questioned
by authoties, the officer said he had no mason to question the man because he was a
Jew.

hlsidef EvdIJaiimB

In oonsideting the type of insider jnvolved in an MTS, the analyst should identify those
: individuals with knowledge of oonvoy routes, sohedules, denial systems and the type and

quantities of ta~eted material. This may include material custodians at either the
shipping or reoeiving ends, mateiial handlers, seourity force personnel and management.
The insider typioally has the luxury of seleti.ng the best oppo~nity for suooess. If the
insfder is acting in oollusion with outsidem a set timetabte may be estabhihed and
followed.

Common insider objectives inctude: theft of material and pmprieta~ information,
extortion, kidnapping, n?venge and sabotage. The cximinat insider is the m@t prevafent
today. The assassination of an Amerioan businessman in Russia is an indicMon of the
old adage that uiminals can not be trusted. The businessman hired Russian bodyguads
to pmteotive him, many of whom, were known oriminals. As the assassination took
plaoe, Imdyguatis” Stepped out of the assailants way and allowedhim to killthe
intended tatget. Of course, no one oould describe the attacker.
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Thedisgruntledemployee and ideological trust violatom follow the criminal element as
the most likely insidem. Each has their own motivations and shoukt be included on the
list of potential insider advemaries.

When evaluating the insider, the anafyst develops an inskter table that indicates the
position the indtiual holds, aocess to material or principal, the level of knowledge

~, am to vital sew~ systems and oppmlunlty for collu”on, theft, and
sabotage. Onoe the table is oomplete, the indwidual’s oategones are labeled as low,
medium, or high. As an example, a shipping managefs knowledge of the type and
quantity of material maybe high, but his ace+ to route information maybe low, unless
he ooiludeswith the tmnsportation dspatoher.

Past hc?dents

MT’S cases are available for nearly any type of scenario. As an exampte, the US
Department of Ene~ studied attacks that have occumd on annoti vehicles carrying
money. Researoh indicated that in most oases the advetwies had either the aid of an
insider or spent oonsidemble time conducting suwei!lance and gathering intelliienoe on
the organization’s operation. Addiional reseamh conduoted by several international
transportation associations indioates, that employees who ad as insidws often hold
positions of autho~, with knowledge of mutes, materials being shipped, and seourity
systems being employed.

Summafy

As disoussed, the VuInembirii Assessment prooess is a systematic means to evaluate
the physical protection systems at a given Iodon, and has dinxt applications to the
various modes of transportation. It is imperative that the analyst understands that
differences do exist and should be considered, but by followhg a proven pmess it
creates a comprehensive report, that is defensible, as well as pmctkai and
understandable. A repmt that future improvement decisions and finanoial expenditures
oan be based upon.


